Enhancing Quantum Key Distribution (QKD) to address quantum hacking  by Lizama, Luis et al.
 Procedia Technology  3 ( 2012 )  80 – 88 
2212-0173 © 2012 Published by Elsevier Ltd.
doi:10.1016/j.protcy.2012.03.009
The 2012 Iberoamerican Conference on Electronics Engineering and Computer Science
Enhancing Quantum Key Distribution (QKD) to address
quantum hacking
Luis Lizamaa,b, J. Mauricio Lopeza, Eduado De Carlos Lo´peza, Salvador E.
Venegas-Andracab
aDivisio´n de Tiempo y Frecuencia
Centro Nacional de Metrologı´a
El Marque´s, Quere´taro, Me´xico
bQuantum Information Processing Group,
Tecnolo´gico de Monterrey, Campus Estado de Me´xico,
Carr. Lago de Guadalupe Km. 3.5, Atizapa´n de Zaragoza, Estado de Me´xico, Me´xico
Abstract
Quantum key distribution (QKD) is intended to produce cryptographic secret keys between two remote parties,
usually called Alice and Bob. Even though QKD has been proven to be unconditionally secure against the eavesdropper,
commonly called Eve, practical implementations of QKD may contain vulnerabilities that may lead to the generated
secret keys being compromised. In order to detect the presence of the eavesdropper in the channel, in our proposal Alice
introduces an interleaved sequence of decoy states which produce a characteristic distribution at Bob’s station. Thus, in
analyzing such distribution in presence and absence of the eavesdropper Eve, her activity in the channel is detected. This
protocol doesn’t require changes at the quantum physical level, but it can be incorporated at the high software level.
© 2012 Published by Elsevier Ltd.
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1. Introduction
Cryptography is the art of exchanging information between two parties such that an unauthorized person
cannot extract the information. Communications in secrecy are often required in many commercial and
military applications. An eavesdropper, usually referred as Eve, can only decipher the encrypted data if
she knows the corresponding key. In classical cryptography, a key is used to encrypt and decrypt the data.
Thus the main problem in cryptography is the establishment of a trusted key between the sender station,
conventionally called Alice, and the receiver station, usually named Bob, known as the key distribution
problem. Many classical cryptographic schemes currently in use, such as public-key cryptography based
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on the Rivest-Shamir-Adleman (RSA) algorithm, relies on the computational complexity of solving certain
mathematical problems. Nevertheless, most of these cryptography schemes could be broken suddenly with
unanticipated advances in algorithms and hardware, such as quantum computers (quantum computers can
eﬃciently factor large integer numbers, on which RSA is based, thus breaking the security of it). One
particular scheme which is not vulnerable to such a scenario is one-time pad protocol which uses secret
random key under the condition that it must be used only once and then discarded to ensure security. However,
this scheme requires the key to be constantly reﬁlled on a perfectly secure channel, so that only legitimate
users possess the key. Such a classical channel does not exist since it is always possible for an eavesdropper
to passively monitor the channel.
Quantum cryptography, on the other hand, has been proven to be secure even against the most general
attack allowed by the laws of physics. Speciﬁcally, the security of quantum cryptography is based on the
Heisenberg uncertainty principle of quantum mechanics. The transmission of quantum states through a
quantum channel, allows Alice and Bob to establish a secret key. The purpose is not to use quantum states
directly to convey secret information, but using quantum states to generate a secret cryptographic key that
will be shared between two parties. This is the very fundamental idea behind the QKD (Quantum Key
Distribution) protocols. In order to achieve a secret communication, the secret key can then be used in
combination with some classical cryptographic scheme, such as the one-time pad which has been shown to be
perfectly secure. Thus, even when an eavesdropper is equipped with a powerful quantum computer, quantum
cryptography is still able to provide perfect security between two legitimate users. The most important
contribution of quantum cryptography is the possibility of detection of the eavesdropping activity in the
middle of the channel. Neither classical cryptography nor public key cryptography has such a capability.
Various protocols have been proposed to perform quantum key distribution. The most well-known QKD
protocol is the Bennett-Brassard 1984 (BB84) protocol [1], which has been proved to be unconditionally
secure against any attacks allowed by quantum mechanics ([2][3]).
The paper is organized as follows: In section 2, we brieﬂy describe the BB84 protocol. Then, in section 3
we bring to discuss the loophole detector attacks. With the aim to overcome such vulnerabilities, in section 4
we introduce our ack-QKD protocol with decoy states. In section 5 we compare our strategy with related
works. Finally, section 6 is devoted to discuss future works.
2. The protocol BB84
Quantum states are usually represented by Dirac’s notation, that is, with a symbol enclosed between
a vertical bar and an angle bracket, as in |Z0〉, |Z1〉, where Z0 and Z1 denotes parameters that specify the
quantum state. Here, we simply denote the quantum states |Z0〉, |Z1〉 as Z0 and Z1, respectively. In BB84,
Alice encodes random (classical) bits, called key elements, using a set of four diﬀerent qubits. The bit
0 can be encoded with either Z0, or X0 = 2−1/2Z0 + 2−1/2Z1. The bit 1 can be encoded with either Z1 or
X1 = 2−1/2Z0−2−1/2Z1. In both cases, Alice chooses either encoding rule randomly. Then, she sends a photon
carrying the chosen qubit to Bob [4].
A common visual representation for single-quantum states uses the Bloch sphere. As we only need the
two dimensional representation, the Bloch sphere is bi-dimensional and it is shown in Figure 1. Figure 1a)
shows the position of the states Z0, Z1, X0 and X1. In fact, all single-qubit state can be represented by vectors
reaching the surface of the sphere. In contrast, all mixed states can be represented by vectors with less than
the unit length.
When the photon arrives at Bob’s station, he would like to decode what Alice sent. For this, he needs to
perform a measurement. However, the laws of quantum mechanics prohibit Bob from determining the qubit
completely. In particular, it is impossible to determine accurately the coeﬃcients α and β of the received
qubit αZ0 + βZ1. Instead, Bob must choose a pair of orthogonal qubits, represented in the Bloch sphere as the
basis measurements Z and X (see Figure 1b)) and perform a measurement that distinguishes among them.
We say that two qubits, αZ0 + βZ1 and α′Z0 + β′Z1, are orthogonal if αα′∗ + ββ′∗ = 0, where the symbol ∗
denotes conjugate. Therefore, in order to distinguish the quantum states Z0 or Z1, which are orthogonal, Bob
uses the basis measurements Z.
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Fig. 1. a) The BB84 protocol in the Bloch sphere uses four non-orthogonal states Z0, Z1, X0, X1. b) The basis measurements Z and X.
Now, let us consider what happens in the case Alice sends X0 or X1. Actually, if Bob uses the basis Z he
will obtain a result at random. More generally, if Bob receives αZ0 + βZ1 he will measure Z0 with probability
|α|2 and Z1 with probability |β|2 (α and β obeys the relation |α|2 + |β|2 = 1). In the particular case of X0 and X1,
Bob will get either Z0 or Z1, each with probability 1/2. For example, if Alice sends X0 = 2−1/2Z0 + 2−1/2Z1
(or X1 = 2−1/2Z0 − 2−1/2Z1) and Bob uses the basis Z, the probability to measure Z0 (or Z1) is 1/2. Conversely,
if Alice sends Z0 (or Z1) and Bob uses the basis measurement X, the probability to measure X0 (or X1) is 1/2.
Note that Z0 and Z1 can be equivalently written as Z0 = 2−1/2X0+2−1/2X1 and Z1 = 2−1/2X0−2−1/2X1. Hence,
in this case, if Bob uses the basis measurement X, he will perfectly decode Alice’s key element when she
sends X0 and X1, but he will not be able to distinguish Z0 and Z1. Consequently, in the incorrect basis Bob is
not able to distinguish between the states and gets a bit value uncorrelated from what Alice sent. In the BB84
protocol, Bob randomly chooses either measurement. About half of the time, he chooses to distinguish Z0
and Z1; the rest of the time, he distinguishes X0 and X1. At this point, Alice does not reveal which encoding
rule she used. Therefore, Bob measures correctly only half of the bits Alice sent to him, not knowing which
ones are correct or wrong. After sending a long stream of key elements, Alice tells Bob which encoding rule
she chose for each key element, and Bob is then able to discard all the wrong measurements; this part of the
protocol is called sifting.
3. Loopholes detector attacks
The security of QKD is founded on the laws of quantum mechanics, because its peculiar properties
makes the eavesdropping detectable. If an eavesdropper, conventionally called Eve, tries to capture the key,
she will be detected. In such a case, Alice and Bob discard the key, while no conﬁdential information has
been transmitted yet. However, at the experimental level it has been shown that QKD relies not only in
quantum principles but also it signiﬁcantly relies on the physical implementation of the protocol. Nowadays,
technological imperfections of QKD systems have been explored, and some attacks have been realized so far
[5][6][7][8][9][10]. The ideal quantum scenario has been continuously reduced, thus requiring to enhance
QKD to more general protocols that are device-independent.
A variety of attacks have been conceived to exploit weaknesses of current QKD systems. It has been
demonstrate experimentally the blinding attack over detectors in two commercially available QKD systems
[5]. Also, the ﬁrst full-ﬁeld implementation of the attack on a commercial QKD equipment has been
performed [6]. In such attack, Eve obtains the entire secret key while she remains undetected by the legitimate
parties.This remarks a severe drawback in the security of QKD at the current state of the art. It also shows
that non-idealities in physical implementations of QKD, like optical loopholes can be fully exploited by an
eavesdropper.
In the following, we will describe the timing attack and also the bright illumination attack, giving only
a qualitative treatment to discussions but highlighting the main statements of such attacks. Then, we will
explain our ack-QKD protocol and analyze it under such statements.
In [7] the timing attack is explained considering the ideal case when the detection sensitivity curves of
detectors are signiﬁcantly shifted in time relative to one another, so that time zones exist when one detector
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is completely blind while the other remains sensitive. During normal operation, Alice’s pulse is timed to
the middle of the detector sensitivity curves, and both detectors are sensitive to it. Now if Eve mounts a
faked states attack, she cuts into the line and measures Alice’s quantum states (choosing the basis randomly),
and replaces them with faked states. She can construct faked states of pulses shifted in time to the sides of
Bob’s detector sensitivity curves, so that only one of the two detectors can ﬁre in each case (the other one is
blinded by timing). Thus she can set her bit value for Bob. Unlike the bit value, she has no direct control
over which basis Bob applies with his phase modulator. However, Eve can make sure Bob never detects
anything if he chooses a basis incompatible with Eves measurement (which happens randomly in 50% of the
cases). To do this, she sets the relative phase of the pulses in the two arms of an interferometer such that, if
Bob chooses an incompatible basis and applies the corresponding phase shift to his phase modulator (PM),
the interference outcome at the 50%-50% coupler (BS) leads all light toward the detector that is blinded
by timing. If, however, Bob chooses another basis (compatible with Eve’s basis), the interference outcome
at the coupler will be 50%-50% and the other detector will click. This trick works because, with today’s
components and transmission lines, Bob detects only a small fraction of the photons sent by Alice. The click
at Bob’s detector in the case of attack occurs with a reduced probability, but Eve can easily compensate it by
increasing the brightness of her faked states and thus keeping Bob’s average detection rate the same as before
the attack [7].
Now, we will follow [5] to describe the attack by tailored bright illumination: To detect single photons,
avalanche photo diodes APDs are operated in Geiger mode. However all APDs spend part of the time being
biased under the breakdown voltage, in the linear mode. During this time the detector remains sensitive to
bright light with a classical optical power threshold Pth. If Eve has access to the APDs in the linear mode,
she may eavesdrop on the QKD system with an intercept-resend (faked state) attack as follows: Eve uses a
copy of Bob’s apparatus to detect the states from Alice in a random basis. Eve resends her detection results,
but instead of sending pulses at the single photon level she sends bright trigger pulses, with peak power just
above Pth. Bob will only have a detection event if his active basis choice coincides with Eve’s basis choice,
otherwise no detector clicks. This causes half of the bits to be lost, but in practice this is not a problem
because the transmission rate from the output of Alice to Bob’s detectors is much lower than 1/2. Also
Bob’s APDs rarely have a quantum eﬃciency over 50%, while the trigger pulses always cause clicks. For a
Bob using passive basis choice, Eve launches the peak power just above 2Pth since half of the power hits
the conjugate basis detectors. Then Bob’s detector always clicks. It is also easy to see that the bit statistics
obtained by Bob is the same as that obtained in the absence of the attack. Thus, Eve now gets a complete
copy of the key, and remains hidden [5](see also Table 1). Although such attacks are detectable by means of
additional electronic sensors at the detector station, our main goal is to devise a protocol that shown to be
device independent leading to surpass such loophole detector attacks.
Alice → Eve Eve→ Bob Result Sifting
Z0 Z0 X1t0 Z Z0 Keep
Z0 Z0 X1t0 X − Blinded
Z0 X0 Z1t0 Z − Blinded
Z0 X0 Z1t0 X X0 Discard
Z0 X1 Z0t1 Z − Blinded
Z0 X1 Z0t1 X X1 Discard
Table 1. After the blinding attack, 50% of the measurement results are losses (−) and 50% of results are data. However the distribution
of results after hacking is consistent with a lossy channel and detector eﬃciency. Thus, Eve remains undetected. Here, we have assumed
a perfect alignment between Eve’s apparatus and Bob’s detector [7].
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4. The ack-QKD protocol with decoy states
Regardless the type of blinding described before(timing shift or bright illumination), such attacks follow
the same strategy: blinding one detector and allocating a measurement result in the other. To overcome such
loophole detector attacks we will introduce the ack-QKD protocol. First, we will describe the ack-QKD
protocol and then we will introduce decoy states in it.
In a QKD protocol with acknowledge (ack-QKD), Alice sends to Bob two consecutive non-orthogonal
qubits from the set: {(Z0, X0), (Z1, X0), (Z1, X1)}, where the order between qubits can be inverted without
changing results in the ﬁnal key. Alice selects the pair of qubits randomly each time.
At Bob’s side, he measures the pair of incoming qubits using the same basis measurement X (or Z), thus
producing one of the following possible results: 1) Matching the two qubits producing the same measurement
result. We call this measurement a (2M) outcome or 2) The measurement of the qubits yields diﬀerent results.
We call this case a (2nM) outcome. While (2M) results are useful to distill secret bits the (2nM) results are
unsuccessful measurements (see Figure 2a)).
We will say that the second measurement in the (2M) outcome is the acknowledge (the ack) of the ﬁrst
measurement. Consider for example, the case of the Figure 2a) at right, where Alice sends ﬁrst the qubit Z0
and then the qubit X0. Since Bob uses the Z basis to measure both qubits, he measures the qubit Z0 as Z0, but
he measures the qubit X0 as Z0 or Z1 with the same 50% probability. In the case that Bob obtains the qubit Z0
again, we say that this Z0 qubit is the ack of the ﬁrst Z0. Conversely, if Bob obtains the qubit Z1, we say that
Z1 is the negative acknowledge (nak) of Z0.
Hence, it will be necessary that during the sifting stage of the protocol which is preformed over a public
channel, Bob will reveal his basis selections (Z or X) but also whether the measurement yields a 2M or a 2nM
outcome. Now, they will be able to discard the 2nM outcomes because these are inconclusive measurements.
Moreover, in a lossy (error free) channel there is still another two possible outcomes, namely: 1) (1M)
outcome occurs when Bob obtains only one measurement because it’s lost one of the two qubits and 2) no
one measurement is obtained, then a (2L) outcome is produced. In the ack-QKD protocol each pulse inside
the pair of qubits behaves as a single qubit of the BB84 protocol, thus each 1M outcome is usable to distill a
secret bit.
Now, we are interested to see which other categories are possible for measuring the pair of qubits that
Alice sends to Bob when the qubits are placed arbitrary in the following states of the Bloch sphere: Z0, Z1, X0
and X1. Table 2 (see also Figure 2) shows those categories: probabilistic, useless and deterministic provided
Bob uses the same basis to measure both qubits.
The ﬁrst category, called probabilistic, include the pair of qubits used in the ack-QKD protocol, e.g.
non-orthogonal qubits. The second category, labeled useless, groups such qubits that are orthogonal thus
producing useless results no matter what basis selection is performed. The last category is intended for the
qubits that have the same polarization state, therefore producing deterministic results provided the correct
basis is used. Deterministic pulses which consist in two sequentially qubits with the same polarization state
will be introduced in the protocol to detect the presence of Eve in the channel. Hence, we will say that
deterministic states are decoy pulses.
So far we have a protocol whose secret key rate is a half of the BB84. Also, Table 3 shows the ack-QKD
protocol under the loophole detector attack discussed in section 3 [7]. As can be seen, once again, there is
no change in the measurement distribution of the results obtained by Bob after hacking and Eve remains
undetected.
To detect the presence of Eve in the middle of the channel we will introduce the following strategy: Alice
will send some decoy states, randomly interleaved along the protocol qubits. As shown in the third column
of the Table 2, a deterministic output (D-2M) is obtained with decoy pulses when is used the correct basis,
otherwise an ambiguous result is obtained.
The main feature of our approach is to show that if decoy pulses are introduced to the ack-QKD protocol
then it behaves diﬀerent in presence of Eve when she is performing the blinding attack. Speciﬁcally, we will
show that Eve produces a distinct measurement distribution under the decoy pulses that can be used as a trace
of her blinding attack. To see this, consider ﬁrst the idealized case of a lossless (error free) channel: while
measuring such decoy pulses with her unity eﬃciency detector, Eve introduces the blinding attack. As a
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Fig. 2. In the ack-QKD protocol Alice sends two consecutive qubits from the set: {(Z0, X0), (Z1, X0), (Z1, X1} which are represented in a).
Then, Bob measures them using the Z or X measurement basis (shown in the ﬁgure as vertical and horizontal lines respectively). In
general, double states can produce a result that is a) Probabilistic, b) Useless or c) Deterministic results usable to produce decoy states
(see also Table 2)
The pair of qubits can produce a result that is:
Probabilistic:
MB case: 2M (useful) or
2nM (useless)
Useless:
MB case: 2nM (useless),
WB case: 2M (useless) or
2nM (useless)
Deterministic:
MB case: 2M (useful),
WB case: 2M (useless)
or 2nM (useless)
(Z0, X0), (Z0, X1),
(Z1, X0), (Z1, X1)
(Z0, Z1), (X0, X1) (Z0, Z0), (X0, X0),
(Z1, Z1), (X1, X1)
Table 2. The probabilistic states are usable by Alice in the ack-QKD protocol. We will call them protocol qublits. While the useless
cases are not usable in the protocol the deterministic outcomes will be useful to detect the presence of Eve in the channel, so we will call
them decoy pulses. Here, we have assumed an error free channel. MB stands for matching basis and WB stands for wrong basis.
consequence, she replicates half of the D-2M results at Bob’s side. As expected, the attack mimics the 50%
eﬃciency of Bob’s detector. However, under the perspective of Alice, Bob’s measurement results (of the
decoy pulses), conform an unrealistic distribution of the 2M and 2L outcomes (a step signal), where every
1M outcome is absent in the distribution obtained. In contrast, a 50% eﬃciency standard detector produces a
balanced distribution of 2M, 2L and 1M outcomes. To be able to detect the presence of Eve in the channel
we must quantify the D-2M outcomes in presence of Eve and without her.
Let us consider a source of photons with a typical Poisson distribution e−μ(μn)/n! where μ is the photonic
mean of the distribution. Table 4 shows the probability distribution of the decoy pulses sent by Alice along
the pulses of the ack-QKD protocol. Such pulses may contain zero photons (−,−), one photon (−, 1), (1,−)
and two photons (1, 1). The results are presented after one of the following stages: the photonic source, the
channel of transmittance T and the detector. In our approach, we have taken 50% eﬃciency of Bob’s APD
detector (in the general case we must change it to dB as the eﬃciency of Bob’s detector).
The last column in Table 4 shows the distribution after the detector in presence of Eve. As you can see,
the protocol behaves diﬀerent for those pulses obtained after detection as (1,−), (−, 1), (−,−) and (1, 1) pulses
(1M and 2M outcomes respectively). Therefore, after Bob announces to Alice his basis selections and his
outcomes which can be 2M, 2nM, 1M or 2L, she performs the following veriﬁcation: Alice computes the
rate of 1M outcomes as (1,−) | (−, 1) = Tμe−μ + T (1 − T )μ2 + 0.5T 2μ2. In contrast, in presence of Eve such
rate is (1,−)|(−, 1) = Tμe−μ + T (1 − T )μ2. Similarly, accordingly to Table 4 Alice veriﬁes that the rate of 2M
outcomes must be (1, 1) = 0.5T 2μ2 but in presence of Eve the respective rate of (1, 1) pulses is zero.
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Alice →Eve Eve→ Bob Result Sifting
Z0, X1 Z
Z0, Z0 X1t0 , X1t0
Z Z0, Z0 Keep
X (−,−) Lost
Z0, Z1 X1t0 , X0t1
Z Z0, Z1 Keep
X (−,−) Lost
Z0, X1 X
X1, X1 Z0t1 , Z0t1
Z (−,−) Lost
X X1, X1 Keep
X0, X1 Z1t1 , Z0t0
Z (−,−) Lost
X X0, X1 Keep
Table 3. In the ack-QKD protocol, a successful measurement is obtained when two consecutive non-orthogonal qubits produces the
same result under the same basis measurement X(or Z). Bob must announce his basis selections and specify that which are 2M or 2nM.
In a lossless channel the 2M outcomes is equivalent to the 50%, like in the BB84 protocol. The ambiguous results (Z0, Z1) and (X0, X1)
are discarded because they produce a 2nM outcome. In presence of losses, two extra cases must be considered: single measurement
results ((Z0,−), (−, Z1), (X0,−) and (−, X1)) and empty pulses (−,−).
To correct the rates, Eve needs to fake the 1M decoy pulses. In a ﬁrst attempt, she can use her 2M
outcomes to produce them. In fact, she has an excess of the (1, 1) decoy pulses (see Table 4). However, the
2M outcomes obtained by Eve include not only the decoy pulses but also the key pulses of the ack-QKD
protocol and she doesn’t know how to separate them. In consequence, Eve must use all of her (1, 1) pulses
indistinctly leaving the measurement distribution lack of (1, 1) pulses and thus, the eavesdropper can’t hide
her activity in the middle of the channel.
Conversely, Eve would try to use the blank (−,−) pulses. Once again she is obligated to use all the (−,−)
pulses, thus leaving the ﬁnal distribution of the measurements without empty (−,−) pulses. Once again the
eavesdropper activity leaves a trace of it.
If, instead we apply the same reasoning to the statistical distribution of Table 4 but considering the protocol
qubits without introducing decoy pulses, Eve just apply the following attack: She fakes the (−, 1) | (1,−)
pulses sacriﬁcing some (1, 1) pulses. To be unnoticed, Eve just elevate properly the transmittance of the
channel.
In the last discussion we used two qubits, however if we had introduced a multiple photon version of
the ack-QKD protocol (more than two qubits) the attacker would become further detectable, because the
measurement distribution will show a clearest atypical behavior. However, its realization is limited by the
capacity of the source to produce continuous non-empty pulses.
5. Related work
Decoy states were ﬁrst introduced in [11] as a method to overcome the PNS (Photon Number Splitting)
attack for the BB84 protocol in the presence of high loss. In this protocol a legitimate user intentionally and
randomly replaces signal pulses by multi-photon pulses (decoy-states). Then the legitimate users check the
loss of the decoy-states. If the loss of the decoy-states is abnormally less than that of signal pulses, the whole
protocol is aborted. Otherwise, to continue the protocol, they estimate loss of signal multi-photon pulses
based on that of decoy states. In this work, decoy states are multi-photon pulses created by means of an
intensity modulator. In contrast, in our proposal we don’t need special decoy states. Actually, we only use
two successive qubits as decoy states. Thus, no multi-photon pulses are required neither strong modulator.
In [12] it has been recently introduced a protocol that combines a reversed EPR-based QKD protocol
and the decoy state method that removes attacks that occur in detectors. Moreover, according to [12], it
has the power to double the transmission distance that can be covered by QKD conventional schemes.
However, such scheme has an inherently hardware complexity because it requires among other optical
components: an intensity modulator, a wavelength tunable laser, a polarization controller and variable optical
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Source Channel’s output Bob’s detector without Eve
Bob’s detector
Presence
Probability
Presence
Probability
Presence
Probability
of photons of photons of photons with Eve
(-,-) e−2μ (-,-) e−2μ (-,-) e−2μ equal
(-,1)|(1,-) μe−μ
(-,-) (1 − T )μe−μ (-,-) (1 − T )μe−μ equal
(-,1)|(1,-) Tμe−μ (-,-) 0.5Tμe
−μ equal
(-,1)|(1,-) 0.5Tμe−μ equal
(1,1) μ2
(-,-) (1 − T )2μ2 (-,-) (1 − T )2μ2 equal
(-,1) T (1 − T )μ2 (-,-) 0.5T (1 − T )μ
2 equal
(-,1) 0.5T (1 − T )μ2 equal
(1,-) T (1 − T )μ2 (-,-) 0.5T (1 − T )μ
2 equal
(1,-) 0.5T (1 − T )μ2 equal
(1,1) T 2μ2
(-,-) 0.52T 2μ2 0.5T 2μ2
(-,1) 0.52T 2μ2 0
(1,-) 0.52T 2μ2 0
(1,1) 0.52T 2μ2 0.5T 2μ2
Table 4. Probability distribution of the decoy pulses. We have considered the cases where Bob uses the matching basis measurement.
The last column shows the results in presence of the eavesdropper.
attenuators. Instead, our approach doesn’t need special optical components that could bring new trapdoors to
the eavesdropping activity.
6. Discussion and future work
According to [7], not all QKD protocols are vulnerable to loophole detector attacks. For example, the
Bennett 1992 (B92) protocol is not aﬀected by the time shift attack , because it uses just one detector for
quantum states. The modiﬁcation of the BB84 protocol with a single detector that is randomly chosen via a
phase modulator to detect either a 0 or 1 bit, is not vulnerable for the same reason. Also, another protocol
called the six-state protocol, seems not to be vulnerable to the attack. However, although the B92 protocol
and the modiﬁcation of the BB84 protocol are not aﬀected by the time shift attack described in [7], they are
vulnerable to another attack as follows: since these protocols apply the key bit values directly at Bob’s phase
modulator, encoded in the phase shift settings, this makes them vulnerable to the large-pulse attack. In such
attack, the phase shift settings could be read by Eve from Bob’s modulator using external light pulses which
do not have to be very bright. The Scarani-Acin-Ribordy-Gisin 2004 (SARG04) protocol also applies the key
bit values at Bob’s modulator. Other protocols only apply detection bases at Bob’s modulator, which makes
them less vulnerable to the large-pulse attack. In our approach, we have discussed roughly the behavior of the
ack-QKD protocol. More rigorous theoretical treatment must be done to achieve a complete security proof,
specially in the context of the Plug and Play protocol, broadly used in commercial QKD implementations.
7. Conclusions
In this paper we have introduced the ack-QKD protocol with decoy states. We have conceived it as a
protocol capable to overcome the loophole detector attacks. We have shown that the decoy states causes that
Eve’s activity become detectable because the ﬁnal measurement distribution leaves a trace of her. In such a
case, the eavesdropper can’t hide her activity in the channel anymore.
Further analysis must be done to test our protocol against another attacks, such the PNS (Photon Number
Splitting) attack. Then, the secret hey rate and the secure distance achievable by the protocol is a main subject.
Further on, we are exploring the advantages of incorporating a multiple basis measurement scheme in another
version of the ack-QKD protocol.
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The ack-QKD protocol has the same sifting ratio as the BB84, thus it’s not a concern to implement it
inside the commercial devices that are today vulnerable to blinding attacks. However, the ack-QKD protocol
can be used as a rising preamble protocol to discard loophole detector attacks, then switching it to another
faster protocol.
In the implementation of the ack-QKD protocol, no changes at the physical quantum level are needed. In
fact, up to our knowledge this is the ﬁrst attempt to surpass loophole detector attacks by means of the protocol
itself, without incorporating additional optical hardware complexity. Thus, it only requires changes at the
high software level. We hope it contributes to the validity of the quantum assertions in QKD, performing a
device-independent QKD.
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